CS 225
Fall 2010 
Tentative Schedule

27 classes




Mon






Fri

	Aug 30

Syllabus, Ch 1: Introduction
Video: Hackers and Cyberterrorists
	Sept 3

Ch 2: Networking Overview (IP, TCP, UDP, ICMP, routers)

	Sept 6

Labor Day

no class
	Sept 10

Ch 2: Networking Overview (NAT, PAT, firewalls, Ethernet, ARP, RARP, wireless, SSL, TLS, IPSec, cryptography)

	Sept 13

Ch 3: Linux Overview

	Sept 17

Ch 3: Linux Overview
Linux lab

	Sept 20

Ch 4: Windows and Windows Server

	Sept 24

Ch 5: Reconnaissance

	Sept 27

Review
Reconnaissance lab
	Oct 1

Exam1: Chapters 1 - 5


	Oct 4

Ch 6: Scanning

	Oct 8

Ch 6: Scanning
Lab on Scanning & Packet Sniffing

	Oct 11

Ch 7: Application and Operating System Attacks
(buffer overflows, password cracking, web attacks)
	Oct 15

Ch 7: Application and Operating Systems Attacks
(SQL injection, browser hijacking, drive-by downloads)

	Oct 18

Fall Break

no class
	Oct 22

Ch 8: Network Attacks (sniffing, snort, Wireshark,  IP address spoofing)

	Oct 25

Ch 8: Network Attacks (session hijacking, netcat)
Lab on netcat, password cracking
	Oct 29

Ch 9: Denial of Service Attacks (stopping services, SYN flood)

	Nov 1

Ch 9: Denial of Service Attacks (smurf attack, DDoS, use of botnets, Zeus), Review
	Nov 5

Exam 2 : Chapters 6 - 9

	Nov 8

Ch 10: Maintaining Access (Trojans, Backdoors, and Rootkits)
	Nov 12

Ch 10: Maintaining Access (Trojans, Backdoors, and Rootkits)
Lab on Metasploit and rootkits

	Nov 15

Botnets, Malware (Viruses, Worms, Key Loggers, Spyware), Malware Analysis
	Nov 19

Legal and Ethical Issues
Securing a System

	Nov 22

Company Security Policies; Graduate Programs in Computer Security, Computer Forensics, etc.
	Nov 26

Thanksgiving Break

no class

	Nov 29

The Job of a Computer Security Professional, Tools Used to Assist, Security Flaws, Patching
	Dec 3

Ch 11: Covering Tracks and Hiding

	Dec 6

Ch 12: Attack Scenarios

	Dec 10

Ch 13: Conclusions

Review


Cumulative Final Exam:  Thurs, Dec 16, 11:00 am - 1:00 pm
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